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Abstract 

 

Digital security become increasingly important particularly in medical field as impact of patient privacy 

and the protection of patient data. This attempt for this research will be made to use elliptic curve 

cryptography to hide messages in the form of digital images using multiplication matrix modified hill 

chipper and count entropy and time encryption and decryption. The encryption process, which utilizes 

matrix multiplication, ensures that the images achieve near-ideal entropy values, close to 8, indicating 

a high degree of randomness and security. The result is entropy for encrypted image near 8 it means 

that randomness of image is quite random. Meanwhile for computational time encrypted and decrypted 

image for one block is around 400000 nano second for encrypt image and 1500000000 nano second for 

decrypt image. 
 

Keywords: digital image, elliptic curve, entropy, medical image 

 

 

1. Introduction 

 

Digital security can be defined as a set of actions used to protect important data and information from 

threats or attacks that can damage, steal, or disrupt the continuity of a computer system or network. The 

purpose of digital security is to maintain the confidentiality, integrity, and availability of data and 

systems used. Digital security has become increasingly important in today's priority list. This is due to 

the increasing personal and professional activities conducted online, such as interacting on social media 

and communicating via email with colleagues. Digital security must be a top priority for financial 

institutions and other organizations to protect their data and systems from damaging and harmful attacks. 

One of the issues occurring in Indonesia related to digital security is data breaches that happen in 

governmental and private institutions. One type of leaked data is image data such as photos of ID cards, 

driving licenses, or photos that should be private.
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In addition to the digital images mentioned earlier, digital image security in the medical field is also 

required. Forms of digital images in the medical field include MRI imaging, X-ray imaging, and CT-

Scans, all of which use digital image technology to produce pictures of body organs and tissues for the 

purpose of diagnosis and patient monitoring. Digital images in the medical field need to be kept 

confidential because they concern patient privacy and the protection of patient data. An example of a 

digital image in the medical field can be seen in Figure 1. 

 
 

 

 

 

 

 

 

 

 

Figure 1: Example of Digital Medic Image  

 

There are many methods can be used for digital image security. The main idea of this research based on 

combine hill chipper and elliptic curve cryptography (Dawahdeh et al., 2018) and cryptography in 

healthcare application (Mohan et al., 2016). One of the key concepts is utilizing elliptic curve 

cryptography, which is commonly employed for encrypting and decrypting text messages on the internet 

(Kumari & Kapoor, 2020), also there are encryption and decryption using matrix multiplication such 

that using double hill cipher with self-invertible key and random permutation of pixels locations 

(Lakhera et al., 2016), modification hill chipper using the logical XOR and shift operations (Paragas et 

al., 2019), combine hill chipper and RSA (Santoso, 2021), and modified hill chipper highly predictable 

and suffers from lack of sufficiently strong and complex intermediate operations along with Hill cipher 

(Vishwa Nageshwar & Ravi Shankar, 2021). Because in this research using image encryption to hiding 

information for digital image security, there are some research already done that using various ways 

such that Image Encryption by Novel Cryptosystem Using Matrix Transformation (Acharya et al., 

2008), Image Encryption scheme with permutation (Jolfaei et al., 2016), image encryption using some 

various elliptic curve cryptography such that verification and digital signature (Singh & Singh, 2015), 

and image encryption using matrix semi-tensor product for multiplication (Zou et al., 2021). 

 

This attempt for this research will be made to use elliptic curve cryptography to hide messages in the 

form of digital images using multiplication matrix modified hill chipper as sub matrix multiplication. 

This research is conducted as a foundation for the implementation of digital image security using elliptic 

curve cryptography. It is expected that this basic program can be developed towards digital images with 

more common colour scale such as RGB. 

 
2. Study Literature 

2.1. Hill Chipper and Matrix Multiplication 

The Hill cipher is one of the polyalphabetic cryptosystems introduced by Lester Hill in 1929, which can 

be categorized as a block cipher (Forouzan, 2020). Hill cipher use matrix multiplication to encrypt and 

decrypt matrix with some matrix key 𝐾. The matrix multiplication operation that used in this research 

as follows: if matrix 𝐵 =  [𝑏𝑖,𝑗]𝑛×𝑛 is some key matrix and 𝐴 = [𝑎𝑖,𝑗]𝑝×𝑞 is image matrix then 𝑛 must 

divide 𝑝 and 𝑞 evenly. For the key matrix 𝐾 of size 𝑛 × 𝑛, it will be used in the encryption of grayscale 

images with matrix size 𝑝 × 𝑞 where 𝑝 and 𝑞 are each divisible by 𝑛. The encryption matrix can then 

be formed as follows: 
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𝐵𝑛×𝑛⊙𝐴𝑝×𝑞

≔

[
 
 
 
 
 
 
 

[

𝑏1,1 ⋯ 𝑏1,𝑛
⋮ ⋮ ⋮
𝑏𝑛,1 ⋯ 𝑏𝑛,𝑛

] ⋅ [

𝑎1,1 ⋯ 𝑎1,𝑛
⋮ ⋮ ⋮
𝑎𝑛,1 ⋯ 𝑎𝑛,𝑛

] ⋯ [

𝑏1,1 ⋯ 𝑏1,𝑛
⋮ ⋮ ⋮
𝑏𝑛,1 ⋯ 𝑏𝑛,𝑛

] ⋅ [

𝑎1,𝑞−𝑛+1 ⋯ 𝑎1,𝑞
⋮ ⋮ ⋮

𝑎𝑛,𝑞−𝑛+1 ⋯ 𝑎𝑛,𝑞
]

⋮ ⋮ ⋮

[

𝑏1,1 ⋯ 𝑏1,𝑛
⋮ ⋮ ⋮
𝑏𝑛,1 ⋯ 𝑏𝑛,𝑛

] ⋅ [

𝑎𝑝−𝑛+1,1 ⋯ 𝑎𝑝−𝑛+1,𝑛
⋮ ⋮ ⋮
𝑎𝑝,1 ⋯ 𝑎𝑝,𝑛

] ⋯ [

𝑏1,1 ⋯ 𝑏1,𝑛
⋮ ⋮ ⋮
𝑏𝑛,1 ⋯ 𝑏𝑛,𝑛

] ⋅ [

𝑎𝑝−𝑛+1,𝑞−𝑛+1 ⋯ 𝑎𝑝−𝑛+1,𝑞
⋮ ⋮ ⋮

𝑎𝑝,𝑞−𝑛+1 ⋯ 𝑎𝑝,𝑞
]

]
 
 
 
 
 
 
 

   (1) 

As an example, consider matrix 𝐴 of size 2 × 2 and matrix 𝐵 of size 4 × 4. The product of their 

submatrix will be as follows: 

[
1 2
3 4

]⊙ [

1 2
5 6

3 4
7 8

9 10
13 14

11 12
15 16

] = [
[
1 2
3 4

] ⋅ [
1 2
5 6

] [
1 2
5 6

] ⋅ [
3 4
7 8

]

[
1 2
3 4

] ⋅ [
9 10
13 14

] [
1 2
3 4

] ⋅ [
11 12
15 16

]
] = [

7 10
23 34

15 22
31 46

39 58
55 82

47 70
63 94

]  

 

Note that for the identity matrix 𝐼𝑛 if it is operated with matrix 𝐴 of size 𝑝 × 𝑞 then 𝐼𝑛⨀𝐴 = 𝐴 holds. 

Thus, if matrix 𝐷 and 𝐸 can be obtained such that 𝐷𝐸 = 𝐼𝑛, it means that matrix D and E are inverses 

of each other. From this, the encryption process of a matrix A with matrix key E can be described as 

follows: 
 

𝑒𝑛𝑐𝑟𝑝𝑦𝑡𝐾(𝐴) = 𝐾⊙ 𝐴    (2) 
 

If the result of the encryption is matrix B, with matrix key 𝐿 = 𝐾−1, then the decryption of image process 

will be as follows: 

 

𝑑𝑒𝑐𝑟𝑦𝑝𝑡𝐿(𝐵) = 𝐿 ⊙ 𝐵   (3) 
 

For decryption, it can also be checked that 𝑑𝑒𝑐𝑟𝑦𝑝𝑡𝐿(𝐵) = 𝐿 ⊙ 𝐾⊙𝐴 = 𝐼𝑛⊙𝐴 = 𝐴, Thus, 

decryption will return the original matrix after encryption. Since the scope of this article only uses digital 

images in grayscale form, there needs to be a constraint in the calculations. In grayscale coloring, since 

the color of each block can be represented as a number between 0 and 255, the operations performed are 

modulo 256. Therefore, encryption and decryption in the equations (2) and (3) are also performed using 

modulo 256 operations. 

  

2.2. Elliptic Curve Cryptography 

Elliptic curve cryptography over the field ℤ𝑝 with parameters 𝑎,𝑏, and some prime number 𝑝 not equal 

to 2 or 3 that satisfy 4𝑎3 + 27𝑏2 ≠ 0 𝑚𝑜𝑑 𝑝 (Stinson & Paterson, 2018) is defined by equation (3).  

 

𝑦2 = 𝑥3 + 𝑎𝑥 + 𝑏 𝑚𝑜𝑑 𝑝     (4) 

  

 

 

 

 

 

 

 

 

 

 

 

 

                               

Figure 1: Point Addition (Left) and Doubling Operation (Right) 
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For additional point 𝑃(𝑥1, 𝑦1) and 𝑄(𝑥2, 𝑦2) with 𝑥2 ≠ 𝑥1 can be obtained (𝑃 + 𝑄)(𝑥3, 𝑦3) with satisfy 

equation (5)-(7) 

 

ℒ = (𝑦2 − 𝑦1)(𝑥2 − 𝑥1)
−1 𝑚𝑜𝑑 𝑝     (5) 

𝑥3 = ℒ
2 − 𝑥1 − 𝑥2  𝑚𝑜𝑑 𝑝     (6) 

𝑦3 = ℒ(𝑥1 − 𝑥3) − 𝑦1 𝑚𝑜𝑑 𝑝     (7) 

 

For doubling point 𝑃(𝑥1, 𝑦1) which is 2𝑃(𝑥4, 𝑦4) can be obtained with equation (8)-(10) 

 

ℒ = (3𝑥1
2 + 𝑎)(2𝑦1)

−1 𝑚𝑜𝑑 𝑝     (8) 

𝑥3 = ℒ
2 − 𝑥1 − 𝑥1 𝑚𝑜𝑑 𝑝      (9) 

𝑦3 = ℒ(𝑥1 − 𝑥3) − 𝑦1 𝑚𝑜𝑑 𝑝     (10) 

 

Meanwhile, for scalar multiplication can be defined with equation (11) as below 

𝑛𝑃 = 𝑃 + 𝑃 +⋯+ 𝑃⏟          
𝑛 𝑡𝑖𝑚𝑒𝑠

      (11) 

For 𝑛 = 0, defined 0𝑃 = 𝑂. The operations from equations (5)-(11) will form a group with the identity 

point being the point 𝑂. Some publications regarding application elliptic curve cryptography can be 

found in (Abdelfatah, 2020; Alkhatib, 2020; Di Matteo et al., 2021; Muchtadi-Alamsyah et al., 2020; 

Tama & Fahmi, 2023) 

 

2.3. Information Entropy 

Information entropy is used to express randomness and can measure the distribution of gray values in 

the image (Su et al., 2017). The more uniform the distribution of pixel gray values, the greater the 

information entropy is. Information Entropy can be evaluated by calculating it first 𝒑(𝒙) or proportion 

between number of pixels with value 𝒙 and total number of pixels for every 𝒙 with grayscale value from 

0 to 255. Information Entropy equation defined in Equation 12 

 

𝐸 = −∑ 𝑝(𝑥) × log2 𝑝(𝑥)
256
𝑥=1       (12) 

 

The ideal information entropy when every pixel has the same probability 𝑝(𝑥), for gray image with will 

get ideal information entropy when probability is uniform or 𝑝(𝑥) =
1

256
. Then ideal information entropy 

would be 8. If the information entropy tends to near ideal information entropy it means that the 

distribution is random. 

 
3. Methods 

 
The method of this research to be used follows the following steps: 

1. Determine Parameters: 

Begin by determining the parameters 𝑎, 𝑏, and 𝑝 from the elliptic curve in Equation 4, and 

ensuring that the number of points obtained is 256. 

2. Map Points to Grayscale: 

Once 256 points are obtained, map them to a scale of 0 to 255 based on grayscale colouring. 

The rule for mapping is from 0 to 255, with the points that satisfy Equation 4 ordered first by 

their smaller 𝑥-coordinate and then by their 𝑦-coordinate. Pixel with color tends to 0 for 

darker pixel, meanwhile pixel with color tends to 255 for lighter pixel as seen in Figure 2. 
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Figure 2: Scaling Grayscale Image 

 

3. Represent Image Pixels: 

After mapping, represent each pixel in an image of size 𝑚 × 𝑛 as a coordinate on the elliptic 

curve. 

4. Select Square Matrix: 

Choose a square matrix of size 𝑝 × 𝑝 such that 𝑝 divides both 𝑚 and 𝑛. 

5. Matrix Multiplication for Encryption: 

Perform matrix multiplication as described in Equation 1 to encrypt and decrypt the image, 

using modulo 256 to ensure that the result entries are between 0 and 255. 

6. Calculate Pixel Probabilities: 

After encryption, calculate the probability of each pixel value. 

7. Compute Information Entropy: 

Calculate the information entropy and compare it to the ideal information entropy. 

8. Measure Encryption/Decryption Time: 

Measure the time taken for image encryption and decryption. 

  

For this research will be used three digital medical images with various dimension limited with even 

number to make it easier to select submatrices. Also, for choosing parameter 𝑎, 𝑏, and 𝑝 in Equation 1, 

choose only one combination.  

 

4. Result and discussion 

 

The data for this research using three sample data from Large Dataset of Labeled Optical Coherence 

Tomography (OCT) and Chest X-Ray Images (Kermany et al., 2018). For the computational purpose, 

all the computation using python in Google Collaboratory on personal computer with ~16GB RAM and 

12th Gen Intel® Core™ i5-1240P (16 CPUs) Processor and Windows 11 is used in this research. First, 

to ensure that it is obtained 256 points based on the Equation 1, choose elliptic curve that define in 

Equation 13 

 

𝑦2 = 𝑥3 + 9𝑥 + 3 𝑚𝑜𝑑 239     (13) 

 

The point obtained from Equation 13 then mapping to number from 0 to 255 according to order of 𝑥-

coordinate then 𝑦-coordinate. The sample point mapping to number can be seen in Table 1. 

 

Table 1: Point Mapping to Number 0 to 255 

Number Point Number Point Number Point Number Point Number Point 

0 O 6 (6,150) 12 (9,151) ⋮ ⋮ 250 (235,57) 

1 (0,106) 7 (7,109) 13 (12,40) ⋮ ⋮ 251 (235,182) 

2 (0,133) 8 (7,130) 14 (12,199) ⋮ ⋮ 252 (237,107) 

3 (2,56) 9 (8,78) 15 (13,40) ⋮ ⋮ 253 (237,132) 

4 (2,183) 10 (8,161) 16 (13,199) ⋮ ⋮ 254 (238,94) 

5 (6,89) 11 (9,88) 17 (14,31) ⋮ ⋮ 255 (238,145) 
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After all numbers in pixel has been mapping to point in elliptic curve, prepare digital medical image that 

will be used in this research as seen in Figure 3. 

 

         
Figure 3: Example of Digital Image 

 

Let’s start with Figure 3 (Left), that medical image has 𝟑𝟏𝟔 × 𝟑𝟐𝟖 dimensions with matrix of image 

can be seen below 

𝑨 =

[
 
 
 
 
𝟗𝟏 𝟗𝟔
𝟗𝟐 𝟗𝟓

…
…

𝟏𝟕𝟏 𝟏𝟓𝟐
𝟏𝟓𝟎 𝟏𝟎𝟏

⋮ ⋮
𝟎 𝟎
𝟎 𝟎

⋱
⋯
⋯

⋮ ⋮
𝟎 𝟎
𝟎 𝟎 ]

 
 
 
 

 

Change entry of matrix A to point elliptic curve based on Table 1, the result can be seen below 

  

𝑨 =

[
 
 
 
 
(𝟖𝟎, 𝟑𝟐) (𝟖𝟕, 𝟏𝟑𝟕)

(𝟖𝟎, 𝟐𝟎𝟕) (𝟖𝟕, 𝟏𝟎𝟐)

…
…

(𝟏𝟔𝟎, 𝟕𝟗) (𝟏𝟒𝟏, 𝟐𝟏𝟏)

(𝟏𝟒𝟎, 𝟏𝟔𝟏) (𝟗𝟏, 𝟕𝟖)
⋮ ⋮
𝑶 𝑶
𝑶 𝑶

⋱
⋯
⋯

⋮ ⋮
𝑶 𝑶
𝑶 𝑶 ]

 
 
 
 

 

 

Because matrix A has dimension 𝟑𝟏𝟔 × 𝟑𝟐𝟖 then choose matrix B with size 𝟐 × 𝟐 because 𝟐 divide 

316 and 328. Choose 𝑩 = [
𝟏 𝟑
𝟎 𝟕

] and doing multiplication to image encryption based on Equation 2 in 

modulo 256. There are some results of image encryption using scalar multiplication based on Equation 

(11) and addition or doubling multiplication based on Equation (5)-(10). 

 

• [
𝟏 𝟑
𝟎 𝟕

] ⋅ [
(𝟖𝟎, 𝟑𝟐) (𝟖𝟕, 𝟏𝟑𝟕)
(𝟖𝟎, 𝟐𝟎𝟕) (𝟖𝟕, 𝟏𝟎𝟐)

] = [
(𝟖𝟎, 𝟑𝟐) + 𝟑 ⋅ (𝟖𝟎, 𝟐𝟎𝟕) (𝟖𝟕, 𝟏𝟑𝟕) + 𝟑 ⋅ (𝟖𝟕, 𝟏𝟎𝟐)

𝟕 ⋅ (𝟖𝟎, 𝟐𝟎𝟕) 𝟕 ⋅ (𝟖𝟕, 𝟏𝟎𝟐)
] =

[
(𝟏𝟎𝟗, 𝟗𝟏) (𝟕𝟕, 𝟏𝟔𝟖)
(𝟏𝟓𝟑, 𝟏𝟓𝟖) (𝟏𝟎𝟖, 𝟏𝟑𝟗)

] = [
𝟏𝟏𝟗 𝟖𝟔
𝟏𝟔𝟒 𝟏𝟏𝟖

] 

• [
𝟏 𝟑
𝟎 𝟕

] ⋅ [
(𝟏𝟔𝟎, 𝟕𝟗) (𝟏𝟒𝟏, 𝟐𝟏𝟏)
(𝟏𝟒𝟎, 𝟏𝟔𝟏) (𝟗𝟏, 𝟕𝟖)

] =

[
(𝟏𝟔𝟎, 𝟕𝟗) + 𝟑(𝟏𝟒𝟎, 𝟏𝟔𝟏) (𝟏𝟒𝟏, 𝟐𝟏𝟏) + 𝟑(𝟗𝟏, 𝟕𝟖)

𝟕 ⋅ (𝟏𝟒𝟎, 𝟏𝟔𝟏) 𝟕 ⋅ (𝟗𝟏, 𝟕𝟖)
] = [

(𝟏𝟓𝟕, 𝟏𝟓𝟑) (𝟒𝟗, 𝟏𝟔𝟎)
(𝟗𝟔, 𝟏𝟓𝟖) (𝟏𝟏𝟓, 𝟐𝟎𝟓)

] =

[
𝟏𝟕𝟎 𝟓𝟎
𝟏𝟎𝟔 𝟏𝟐𝟐

] 

• [
𝟏 𝟑
𝟎 𝟕

] ⋅ [
𝑶 𝑶
𝑶 𝑶

] = [
𝑶 + 𝟑𝑶 𝑶+ 𝟑𝑶
𝟕 ⋅ 𝑶 𝟕 ⋅ 𝑶

] = [
𝑶 𝑶
𝑶 𝑶

] = [
𝟎 𝟎
𝟎 𝟎

] 

 

For decrypt image using 𝑩−𝟏 = [
𝟏 𝟐𝟏𝟗
𝟎 𝟏𝟖𝟑

] because satisfy 

𝑩 ⋅ 𝑩−𝟏 = [
𝟏 𝟑
𝟎 𝟕

] ⋅ [
𝟏 𝟐𝟏𝟗
𝟎 𝟏𝟖𝟑

]𝒎𝒐𝒅 𝟐𝟓𝟔 = [
𝟏 + 𝟎 𝒎𝒐𝒅 𝟐𝟓𝟔 𝟐𝟏𝟗 + 𝟑 ⋅ 𝟏𝟖𝟑 𝒎𝒐𝒅 𝟐𝟓𝟔
𝟎 𝒎𝒐𝒅 𝟐𝟓𝟔 𝟕 ⋅ 𝟏𝟖𝟑 𝒎𝒐𝒅 𝟐𝟓𝟔

] = [
𝟏 𝟎
𝟎 𝟏

] 

 

There are some results of image encryption using scalar multiplication based on Equation (11) and 

addition or doubling multiplication based on Equation (5)-(10). 

https://10.0.139.134/specta.v8i3.1253
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• [
𝟏 𝟐𝟏𝟗
𝟎 𝟏𝟖𝟑

] ⋅ [
(𝟏𝟎𝟗,𝟗𝟏) (𝟕𝟕, 𝟏𝟔𝟖)
(𝟏𝟓𝟑, 𝟏𝟓𝟖) (𝟏𝟎𝟖, 𝟏𝟑𝟗)

] =

[
(𝟏𝟎𝟗, 𝟗𝟏) + 𝟐𝟏𝟗 ⋅ (𝟏𝟓𝟑, 𝟏𝟓𝟖) (𝟕𝟕, 𝟏𝟔𝟖) + 𝟐𝟏𝟗 ⋅ (𝟏𝟎𝟖, 𝟏𝟑𝟗)

𝟏𝟖𝟑 ⋅ (𝟏𝟓𝟑, 𝟏𝟓𝟖) 𝟏𝟖𝟑 ⋅ (𝟏𝟎𝟖, 𝟏𝟑𝟗)
] = [

(𝟖𝟎, 𝟑𝟐) (𝟖𝟕, 𝟏𝟑𝟕)
(𝟖𝟎, 𝟐𝟎𝟕) (𝟖𝟕, 𝟏𝟎𝟐)

] 

• [
𝟏 𝟐𝟏𝟗
𝟎 𝟏𝟖𝟑

] ⋅ [
(𝟏𝟓𝟕, 𝟏𝟓𝟑) (𝟒𝟗, 𝟏𝟔𝟎)
(𝟗𝟔, 𝟏𝟓𝟖) (𝟏𝟏𝟓, 𝟐𝟎𝟓)

] =

[
(𝟏𝟓𝟕, 𝟏𝟓𝟑) + 𝟐𝟏𝟗(𝟗𝟔, 𝟏𝟓𝟖) (𝟒𝟗, 𝟏𝟔𝟎) + 𝟐𝟏𝟗(𝟏𝟏𝟓,𝟐𝟎𝟓)

𝟏𝟖𝟑 ⋅ (𝟗𝟔, 𝟏𝟓𝟖) 𝟏𝟖𝟑 ⋅ (𝟏𝟏𝟓, 𝟐𝟎𝟓)
] = [

(𝟏𝟔𝟎, 𝟕𝟗) (𝟏𝟒𝟏, 𝟐𝟏𝟏)
(𝟏𝟒𝟎, 𝟏𝟔𝟏) (𝟗𝟏, 𝟕𝟖)

] 

• [
𝟏 𝟐𝟏𝟗
𝟎 𝟏𝟖𝟑

] ⋅ [
𝑶 𝑶
𝑶 𝑶

] = [
𝑶 + 𝟐𝟏𝟗𝑶 𝑶+ 𝟐𝟏𝟗𝑶
𝟏𝟖𝟑 ⋅ 𝑶 𝟏𝟖𝟑 ⋅ 𝑶

] = [
𝑶 𝑶
𝑶 𝑶

] 

 

Result matrix for the last multiplication is [
𝟗𝟏 𝟗𝟔
𝟗𝟐 𝟗𝟓

], [
𝟏𝟕𝟏 𝟏𝟓𝟐
𝟏𝟓𝟎 𝟏𝟎𝟏

], and [
𝑶 𝑶
𝑶 𝑶

] respectively. Then, 

result of image encryption and decryption compared to original image can be seen in Figure 4. 

 

              
Figure 4: Original image (left) vs Encrypt Image (center) vs Decrypt Image (right) 

 

Based on Figure 4, there are no differences between original and decrypt image, so it can be said that 

this system can return encrypted image to original image. Meanwhile, the similarities between original 

and encrypt image located on the outside x-ray image where all blanks. After that compute the ideal 

information entropy. After find the distribution every value of pixel information entropy for encrypted 

image in Figure 4 can be found approximately 1.2715, it means that information entropy for this 

encrypted image is far from ideal this may be due to what was previously stated, namely that there are 

several block matrixes is blank also it means that the encrypted image not too random.  

 

Moving on to computing time, time to encrypt image from original need 11567583011 nano second, for 

decrypting need 367249876675 nano second. It can be noted that the encryption time is faster than the 

decryption time, this can happen because entry of matrix is small number rather than its inverse, so there 

will be more scalar multiplication for decrypt rather than encrypt. Because the original matrix has 

dimension 316 ⋅ 328 then there will be 25912 submatrix operation, or the average of encrypt time would 

be approximately 446417 nano second and for decrypt would be approximately 14172965 nano second. 

 

Result for the other two medical image in Figure 3 can be seen in Table 2 

 
Table 2: Other Result for Different Image 

No Original Image Size Encrypt Image Entropy Decrypt Image 
Computation 

Time 
 

1 

 

760 

× 

1152 

 

7.8745 

 

Encrypt: 

96676256623 

 

Decrypt: 

3457232112689  
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2 

 

816 

× 

1186 

 

8.4631 

 

Encrypt: 

107987257447 

 

Decrypt: 

3678061961823 

 

 
Based on Table 2, there are no differences between original and decrypt image, further strengthens the 

opinion that this system can return encrypted image to original image. The information entropy much 

higher than result from Figure 2. Compare each entropy to ideal information entropy. Because the 

information entropy for both images is near 8, it can be said that the distribution of encrypted images in 

both figures is random.  

 
For computational time, time to encrypt first image from original need 96676256623 nano second, for 

decrypting need 3457232112689 nano second. As the same as before that the encryption time is faster 

than the decryption time. Because the original first image has dimension 760 × 1152 then there will be 

218880 submatrix operation, or the average of encrypt time would be approximately 441686 nano 

second and for decrypt would be approximately 15795102 nano second. For the second image has 

dimension 816 × 1186 there will be 241944 submatrix operation. Average of encrypt time would be 

approximately 446331 nano second, meanwhile for decrypt time approximately 15202120 nano second. 

 

Based on the three images that have been encrypted, it can be observed that the entropy values of the 

three images are quite close to 8, indicating that their distribution can be considered random. However, 

there is one image with a relatively low entropy value due to the presence of black blocks. It can also be 

seen that the results are random for the images without black blocks. Meanwhile, the average 

computation time for encryption and decryption is consistent, around 400000 nanoseconds for 

encryption and around 15000000 nanoseconds for decryption. 

 
5. Conclusion 

 

In conclusion, this research demonstrates the application of elliptic curve cryptography combined with 

a modified Hill cipher to enhance digital image security, particularly for medical images. By encrypting 

grayscale medical images and analyzing their entropy and computational performance, the study shows 

that the encrypted images exhibit randomness close to the ideal entropy value of 8, indicating effective 

encryption or it can be interpreted that encrypted images is quite random. Furthermore, the encryption 

process is computationally efficient, with faster encryption times compared to decryption with average 

computation time for one block encryption and decryption is consistent, around 400000 nanoseconds 

for encryption and around 15000000 nanoseconds for decryption. The findings suggest that elliptic 

curve cryptography provides a robust and efficient method for securing sensitive digital medical images. 

Based on image results, there are no differences between original image and decryption image it means 

that cryptosystem can hide or encrypt image and return it back to original image.  
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